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Script started on Fri 18 Nov 2011 08:56:57 AM NzZDT
\ 033] 0; root @bunt u: /nedi a/ KEY_GEN_LOG 007r oot @bunt u: / nedi a/ KEY_GEN_LOG# ssh -i /nedi a/ ADA
TA\ UFD/ n\ 007zrs-201104 j denpsey@i gnl.internal.ek033[ KO33[ Ksrs. net.nz
The authenticity of host ’signl.internal.srs.net.nz (192.168.58.14)" can’'t be established.
RSA key fingerprint is b2:29:9f:b3: b9: b9: 88: 5b: 4e: 80: d6: ¢3: 64: ff: ff: 9b.
Are you sure you want to continue connecting (yes/no)? yes
War ni ng: Permanently added 'signl.internal.srs.net.nz, 192.168.58.14" (RSA) to the list of k
nown hosts.
Enter passphrase for key ’'/medi a/ ADATA UFD/ nzrs-201104":
Last login: Thu Nov 17 19:03:12 2011 from 192. 168. 2. 214
[/ home/ j denpsey]
j denpsey@i gnl: sudo -s
[ sudo] password for jdenpsey:
Sorry, try again.
[sudo] password for jdenpsey:
[/ home/ j denpsey]
root @i gnl: cd /var/lib/dnssec/keygen
[/var/lib/dnssec/ keygen]
X 088[ar gofl @ 5gadi agcali ag - |
ntal 0
[/var/libldnssec/ keygen]
root @i gnl: scadiag -moffline ncta0
Device nta0 is now of fline.
[/var/lib/dnssec/ keygen]
root @i gnl: scadiag -v nta0
Devi ce ntal version nunbers:

Hardware : 1.4.50
Boot rom 1.0.10
Firmnvare : 1.1.7

[/var/libldnssec/ keygen]

root @i gnl: scadiag -d nta0

Runni ng nta0 on-board di agnostics.

Di agnostics on ncta0 PASSED.

[/var/lib/dnssec/ keygen]

root @i gnl: scadiag -r nta0

Resetting device nta0, this may take a mnute.

Pl ease be patient.

Devi ce ntal reset ok.

[/var/lib/dnssec/ keygen]

root @i gnl: scadiag -z nta0

Zeroi zing device nta0, this may take a few m nutes.
Pl ease be patient.

Devi ce ntal zeroized.

[/var/lib/dnssec/ keygen]

root @i gnl: scanmgr -D

Warning: Serial 1D and Public Key Not Found

The Serial ID and public key presented by this board were
not found in your trust database.

Serial 1D 36:30:30:31:32:31
Key Fingerprint: f8a2-5f52-962d-4d6c-ad60-591f-658d-5755-8a93-91a7

Pl ease sel ect an action:

1. Abort this connection
2. Trust the board for this session only.
3. Trust the board for all future sessions.

Your Choice --> 2

This board is uninitialized.

You will now initialize the board. You may either
initialize the board with a new configuration or
restore the configuration froma device backup file.
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1. Initialize board with new configuration
2. Initialize board from device backup file
Your Choice (O to exit) -->1

Run in FIPS 140-2 node? (Y/Yes/N No) [No]: Y
Initial Security O ficer Name: nz-dsol
Initial Security Oficer Password:

Conf i rm passwor d:

11/18/11
10:02:58

Board initialization paraneters:
Initial Security O ficer Nane: nz-dsol
Run in FIPS 140-2 Mde: Yes

I's this correct? (Y/ Yes/NNo) [No]: Y
Initializing crypto accel erator board.
be admi ni stered.

As part of the initialization process, a new renote access key has been

generated. The key fingerprint is |listed below. This should be the

fingerprint presented by the board the next tinme you connect to it.

Key Fingerprint: 4fbd-91b8-f9e8-56a2-bc42-ad7d-321c-9846-f47f-2936

This may take a few minutes...The board is ready to

Security O ficer Login:

[/var/lib/dnssec/ keygen]

root @i gnl: scanmgr -D

Warning: Serial ID and Public Key Not Found

The Serial ID and public key presented by this board were
not found in your trust database.

Serial 1D 36:30:30:31:32:31
Key Fingerprint: 4fbd-91b8-f9e8-56a2-bc42-ad7d-321c-9846-f47f-2936

Pl ease sel ect an action:

1. Abort this connection
2. Trust the board for this session only.
3. Trust the board for all future sessions.

Your Choice --> 3

Security O ficer Login: nz-dsol

Security O ficer Password:

scangr {nca0@ ocal host, nz-dsol}> set passreq high
New password security level: H CGH

scangr{nca0@ ocal host, nz-dsol}> create so nz-dso2
Enter new security officer password:

Confirm password:

Security Oficer nz-dso2 created successfully.

scangr{nca0@ ocal host, nz-dsol}> create so nz-dso3
Enter new security of ficer password:

Confirm password:

Security O ficer nz-dso3 created successfully.

scangr { nca0@ ocal host, nz-dsol}> create so nz-dso4
Enter new security officer password:

Conf i rm passwor d:

Security Oficer nz-dso4 created successfully.

scangr{nca0@ ocal host, nz-dsol}> create so nz-dso8
Enter new security officer password:

Confirm password:

Security Officer nz-dso5 created successfully.

scangr{nca0@ ocal host, nz-dsol}> show so



11/18/11 xeexurahveep 11/18/11 xeexurahveep

10:02:58 script-20111118.1og 10:02:58 script-20111118.1og
Security Oficer Mil ti-Admi n Role
---------------------------------------------------------------- scangr{nca0@ ocal host, nz-ksol}> create so nz-kso-ops
nz- dso5 Di sabl ed Enter new security officer password:
nz- dso4 Di sabl ed Confirm password:
nz-dso2 Di sabl ed Security O ficer nz-kso-ops created successfully.
nz-dso3 Di sabl ed
nz-dsol Di sabl ed scangr{ nca0@ ocal host, nz-ksol}> show so
---------------------------------------------------------------- Security Oficer Mil ti-Admi n Role
scangr{nca0@ ocal host, nz-dsol}> quit nz- kso5 Di sabl ed
[/var/libldnssec/ keygen] nz- kso3 Di sabl ed
root @i gnl: scangr nz- kso- ops Di sabl ed
No keystore data returned by card nz-ksol Di sabl ed

nz- kso2 Di sabl ed

Sel ect Keystore: nz-kso4 Di sabl ed

1. Create new keystore e oo
2. Load keystore from backup
scangr{nca0@ ocal host, nz-ksol}> enabl e aut hnenber nz-ksol

Sel ection (0 to exit)-> 1 Added nulti-admin role to Security O ficer nz-ksol.

FI PS Keystore Nanme: nz-dnssec-keystore

Keystore type ([L]ocal/[Clentralized) [Local]: Local scangr{nca0@ ocal host, nz-ksol}> enabl e aut hmenber nz-kso2
Initial Security O ficer Name: nz-ksol Added nulti-admn role to Security O ficer nz-kso2.

Initial Security O ficer Password:

Passwords nmust be at |east 6 characters |ong. scangr{nca0@ ocal host, nz-ksol}> enabl e aut hnenber nz-kso3

Added nulti-admin role to Security O ficer nz-kso3.
Initial Security Oficer Password:
Conf i rm password: scangr{nca0@ ocal host, nz-ksol}> enabl e aut hmenber nz-kko4
Added nulti-admin role to Security O ficer nz-kso4.
Keystore creation paraneters:
———————————————————————————————————————————————————————————————— scangr{nca0@ ocal host, nz-ksol}> enabl e aut hmenber nz-kso5

Keyst ore Nanme: nz-dnssec-keystore Added multi-admin role to Security Oficer nz-kso5.

Keystore Type: Local

Initial Security O ficer Name: nz-ksol scangr{ nca0@ ocal host, nz-ksol}> show so

Run in FIPS 140-2 Mode: Yes Security Oficer Mil ti-Adnmi n Rol e
nz- ksob Enabl ed

I's this correct? (Y/ Yes/N No) [No]: Yes nz-kso3 Enabl ed

Creating keystore... nz- kso- ops Di sabl ed

nz- dnssec- keyst ore. 600121. {f 1a7987a} successful |y created. nz-ksol Enabl ed

Security Oficer Login: nz-ksol nz- kso2 Enabl ed

Security O ficer Password: nz- kso4 Enabl ed

scamgr{nta0@ ocal host, nz-ksol}> set passreq high e oo
New password security level: H CGH

scangr{nca0@ ocal host, nz-ksol}> create user nz-dnssec-user
scangr{nca0@ ocal host, nz-ksol}> set audit-level 6 Enter new user password:
Audit level = 6 (Token) Conf i rm password:

User nz-dnssec-user created successfully.
scangr{nca0@ ocal host, nz-ksol}> create so nz-kso2
Enter new security officer password: scangr{nca0@ ocal host, nz-ksol}> set nultiadm n mnauth 2
Confirm password: Mil ti-adm n npde now requires 2 security officers to authenticate.
Security Oficer nz-kso2 created successfully.

scangr{nmca0@ ocal host, nz-ksol}> set nultiadmn tineout 5

scangr{nca0@ ocal host, nz-ksol}> create so nz-kso3 New mul ti-admin tineout value is 5 mnutes.

Enter new security officer password:

Confirm password: scangr{nca0@ ocal host, nz-ksol}> enable nultiadmn

Security O ficer nz-kso3 created successfully. WARNING This conmand will place the device in nulti-
admin node. This node will require multiple

scangr{nca0@ ocal host, nz-ksol}> create so nz-kso4 security officers to authenticate for certain

Enter new security officer password: conmands to be executed.

Confirm password:

Security Oficer nz-kso4 created successfully. Enabl e Mul ti-Adm n Mode? (Y/ Yes/ N No) [No]: Yes

scangr{nca0@ ocal host, nz-ksol}> create so nz-kso5 Mil ti-Adm n npde paraneters:

Enter new security officer password: e e e eoeeaoaaoan

Conf i rm passwor d: M ni mum nunber of security officers: 2

Security O ficer nz-kso5 created successfully. Mul ti-Adm n command timeout: 5 mnutes
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I's this correct? (Y/ Yes/NNo) [No]: Y
The board is now in nulti-adm n node.

scangr{nca0@ ocal host, nz-ksol}> exit
[/var/lib/dnssec/ keygen]
root @ignl: /etc/init.d/ pkcsslotd start

Bt aat i hgbpkosskeot Heyye8B[ 60F \ 033[ 0; 32m OK \033[0; 39ni
root @i gnl: sudo -u opendnssec update-confi g- password. pl
This programwi ||
ig such that the HSM can be accessed.
The password nust:
- be at least 12 characters |ong
- contain at least three letters
- at least one letter nust be capital
- at least one letter nust be |ower-case
- contain at least one digit
- contain at |east one non-al phanureric character
User nane: nz-dnssec-user
PaSSV\Dfd khkkkhkkhkkkkkkk
Password (again):
New configuration file passes OpenDNSSEC val i dati on checks.
Verified access to HSM
[/var/lib/dnssec/ keygen]
root @i gnl: ods-hsnutil

Kk KK KKK KKK K

l'i st sca6000
sca6000

sca6000
take a username and password fromthe user and update the OpenDNSSEC conf

Listing keys in repository:

0 keys found.

Repository

[/var/lib/dnssec/ keygen]
sudo -u opendnssec ods-keygen.sh P14M

root @i gnl:

ID

SQite database set to:

INFO. Generating keys for

SQ.i te database set to:

Key sharing is Of

converting P14Mto seconds;
HSM opened successful ly.
Created KSK size: 2048, alg:
6000 and dat abase.

I nf o:

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK si ze:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK si ze:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.
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Type

/ var/ opendnssec/ kasp. db

policy nz-3LD

/ var / opendnssec/ kasp. db
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al g:
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8
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Created ZSK size:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK size:
6000 and dat abase.
Created ZSK size:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK size:
6000 and dat abase.
Created ZSK size:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK size:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
Created ZSK si ze:
6000 and dat abase.
al | done!
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SQLi te database set to:

Key sharing is Of
converting P14Mto seconds;
HSM opened successful ly.

I nfo:

Created KSK size:
6000 and dat abase.
Created KSK size:
6000 and dat abase.
Created KSK size:
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Created KSK size:
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Created KSK size:
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Created KSK size:
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Created KSK si ze:
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Created KSK size:
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Created KSK size:
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Created KSK si ze:
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Created KSK size:
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Created KSK size:
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Created KSK size:
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al g:
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al g:
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al g:
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al g:
al g:
al g:
al g:

hsm cl ose result:
INFO Cenerating keys for policy nz-SLD
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id:
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id:
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d6f 2f 62208ae147b77927574d1d244fc i
537b9b958ae8875047aa0914f 9bb87b6 i
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/ var / opendnssec/ kasp. db

al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:
al g:

8

8

W th
wth

with

Minterpreted as 31 days,

Y interpreted

id: 99cf84821049618ble9ebf 577eedcbl4 i

id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:

8946d0a0d73ea0570af 23a2a6514d0b6 i

58al2ef ee911e950c173a8215f cabf 42

49f 02266921b8f 178dcd20da2383eb57
9706606d8d08f 2b2eb08f 59add2a4109
79cd46541de892a3f e82a51af 2196e01 i
0065f ceaa92a4815e24f b929940ac13c i
8cf 475bead77625e93b10d34c87e4124
e7794be7ac19e96babad63af 1053005a
ecf 8eecf 3d6b25957d29bf b7ef a29253 i
4b1e95f 236ce23e57e87d545b2ala816 i
€91727e71a4134d633b55f f 555999da9 i
380ebb62b1595df 2bf 9cbd08b9bf d6le i
072f 3ddbcdc8350edd3f 42b806bba381 i
beec50b1b5dbd184ch121f 077428a3ed i

repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:

repository:

as 365 days

n

n

in

repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:
repository:

repository:

sca

sca

sca

Sca

sca

sca

Sca

sca

sca

Sca

sca

sca

sca

sca

sca

sca

sca

sca

sca

Sca

sca

sca

Sca

sca

sca

sca

sca

sca

sca

sca



11/18/11
10:02:58

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK si ze:

6000 and dat abase.

Created KSK size:

6000 and dat abase.

Created KSK size:
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Created KSK si ze:
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Created KSK size:
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Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK size:
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Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:
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6000 and dat abase.

Created ZSK si ze:
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Created ZSK size:
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Created ZSK si ze:
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Created ZSK si ze:
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Created ZSK si ze:
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Created ZSK size:
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Created ZSK si ze:
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Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.

Created ZSK size:

6000 and dat abase.

Created ZSK si ze:

6000 and dat abase.
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id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:
id:

5calb4d7c7692ca04bclcbad488c4lcda
693abd0df 9831a2711c1de494c098dc0
d8644d857ele8aed2c4a48f 41a9c94bb
a6c94a035dba3f 494dd8ce3c934770ab i
e85b708782bf chf 85c907aded525525a
98e027a105f 28cb6bd87d474f 0c6b8d8
c8752ae4e5b502243f b70d3ef 3a681b7
5f b4c0267732345d8e€9183e07dee4587
17f 79c1e9183baf 7f 3f 85104832b6ca3
de06d390e28e550191f 77f b60c2f ab74
94echf 51409f 33e28410d57f 1cf 08511
cf a85d3717f 6b8788e409e55b141490a
ccf 0c39chbb0201257f 5a5d4e81c85418
c5dd30e0659a87e65618c5d21bbf 3414

d85eae36d21dbe5a9945e973c42a8a5a i

2f 11df 729bea852971964e51f 66e294f

1744ac433d628a2c43d9db21bc33803b

91365b376f 93e9d5a34e7111615¢c3678

2ee5f d0178daf 79032e99aa88c07c740 i
bf cal6dbb2f 24f 43a78ccf 5a72c6b073 i
alef 777d202b6511f 42f 9f ad24c06aeb i
53cd8ce609d496caf 7c14056d5ab82al i
51a2¢c92e1163538265b504189a480b80 i
032e0c8eceeccdca8d4edbf bdec1d293 i
14791803948f ed322h690b8e8e9a9358 i
638cf b754f bf 490b818d3b5e1e600ef 6 i
abb5a46a4284eaf 76e4964ae55bd1f cc i
a5d9e189e19896f 666b5bb3aceb76f 87 i
038e761c84eb69e0b5d4db3e8aa78a97 i
5f 59e067cd2ec18ae27d1b5f 88715806 i
a49b4d9h8f 44166ef bOf 01f c43d12ad2 i
f 6290a3058df d932da7d6767008b6f d5 i

f 44ca73125be3baf a577468e01d66als i
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Created ZSK size: 1024, alg: 8 with id: 9bcaf 22a6eaea508f 66cce53ad3a30f 6 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 8b400eche0250320f 44ef 0016e51896¢C i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 6779e75947d1d802ed2813376bf 5d077 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 159bb95c51e0b1084a24ce6c2a92497f
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: a6c2679cfech3fddlba713991ealbe3c i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 60d3e40e2350802a76f277ab28bf de51 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: f5599e35bb93ed09ce74f 99634f d6597 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: Obda636dad326ab3afad9c2cd7315a407 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 1c00394a811f53162e5e853d8a352a73 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 3e3f060201chc22a413b2d1141leelb22 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 26f064f921e6d22el6adca64df8c7c8b i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: a859218cheab084466df c8f 717da3cc?2 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 039369cfel676c42cad89c6f 705b7df 9 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 598ef 311f bOc7e7561d56c888d40e739 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 19f48428008543280290972cf5922ba4 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: ef391e511a8db051a82401164dbb7736 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: ae80a7c02d3bb3d43837d685437ebebl i
6000 and dat abase.

all done! hsmclose result: 0

I NFO. Generating keys for policy nz-SRS

SQLite database set to: /var/opendnssec/kasp. db

Key sharing is Of

Info: converting Pl4Mto seconds; Minterpreted as 31 days, Y interpreted as 365 days
HSM opened successful ly.

=} = = =} = = S =} = S =} = S =} = =]

=

Created KSK size: 2048, alg: 8 with id: c449e2cc04d50f 4a7493f c029286bbl5 in repository:

6000 and dat abase.

Created KSK size: 2048, alg: 8 with id: 93a2e2dbf 36f 398e5ef c8f c144f b3f 71
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 649d26516cb7bdb8b7f 1d37f 1le7eae5a i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: ce0c3579023917058ca91e333ae0b9c9 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 360438c93c99aa0f 120a2c3adaaeee0?2 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 6161be402ca0b2220dca464609451ca3 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 057b1058c91bd73e2bc0c0c13483ch36 i
6000 and dat abase.

all done! hsmclose result: 0

INFO Cenerating keys for policy nz-TLD

SQLi te database set to: /var/opendnssec/kasp. db

Key sharing is Of

Info: converting Pl4Mto seconds; Minterpreted as 31 days, Y interpreted as 365 days
HSM opened successful ly.

S =} = S

=

Created KSK size: 2048, alg: 8 with id: f3863e3f389c5930be92c635bf6f8ef7 in repository:

6000 and dat abase.

Created KSK size: 2048, alg: 8 with id: d5f5bebbc591f af edbea214f 76332373 in repository:

6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 3a692f3683d0f 36aalef 1c12a7d3ef b0 in repository:

6000 and dat abase.
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Created ZSK size: 1024, alg: 8 with id: c6157979432548b2f 2af aa6627e3bced i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: e5e04420023c8f98abl17bfc25711a611 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: a4d5782f327874e2a12a14d143697525 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: e99fd9cbh5363d0a4bf 6a95b72f e45d11 i
6000 and dat abase.

all done! hsmclose result: 0

INFO Cenerating keys for policy nz-reverse

SQ.i te database set to: /var/opendnssec/kasp. db

Key sharing is On

Info: converting Pl4Mto seconds; Minterpreted as 31 days, Y interpreted
HSM opened successful | y.

Created KSK size: 2048, alg: 8 with id: 9e9695ach6bl57af 3666922d36949f a6 i
6000 and dat abase.

Created KSK size: 2048, alg: 8 with id: 57bf101db8d49bd8ead336dde8382097 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 990b3e4c8bel7057bb5ce2949d111laad i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 9614444efff 1df 5f e88dbba88ed07hbe?2 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 2e238e0cd0439f 75a65340b3b2e70916 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 887c3592a0c2f 2d6527505che8b40f d7 i
6000 and dat abase.

Created ZSK size: 1024, alg: 8 with id: 22a4a32832f 2b05f f 1a403526dad2ca0 i
6000 and dat abase.

all done! hsmclose result: 0

INFO Sanity verification OK

[/var/lib/dnssec/ keygen]

root @i gnl: ods-hsnutil |ist sca6000 | head -5

Li sting keys in repository: sca6000

147 keys found.

Repository ID Type

sca6000 Oaf d09782eb340a8d07029f 8f b716469 RSA/ 2048
sca6000 c9e6409d71de20438679e3650d2c2f b9 RSA/ 2048
sca6000 abc442b5elf 3f de428d1d6eac29e5611 RSA/ 2048
sca6000 261bdf 9addc6341f 15f 9053237713a89 RSA/ 2048
sca6000 087d69c3f d45458echdf 0075aaf 163e6 RSA/ 2048

[/var/lib/dnssec/ keygen]
root @i gnl: export-keydata nz-dnssec-keystore

n

n

n

n

repository:
repository:
repository:

repository:

as 365 days

n

n

n

repository:
repository:
repository:
repository:
repository:
repository:

repository:

Backups will be witten to /var/lib/dnssec/keygen/key-backup-2011-11-17.tar.gz

Exporting KASP dat abase. ..
SQLite database set to: /var/opendnssec/kasp.db

Backi ng up keystore nz-dnssec-keystore...

sca
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sca

Sca
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Sca
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sca

sca

sca

You will be pronpted for Keystore Security O ficer(KSO credentials. After entering them
the backup will pause while other Keystore Security Oficers authorize the backup operation

Press enter to continue.

Keystore = nz-dnssec-keystore. 600121. {f 1a7987a} (Il ocal)

Security Oficer Login: nz-ksol

Security Oficer Password:

NOTI CE: Please wait while the other required 1 security officer
authenticates this command. This comand will tine out
in 5 mnutes.

Updat e: Authenticated security officers: nz-ksol
Updat e: Authenticated security officers: nz-ksol nz-kso2

Backup to /tnp/tnp.zWj QW904/ nz- dnssec- keyst ore-ful | - keyst or e- backup-2011-11-17 successful



11/18/11
10:02:58

xeexurahveep
script-20111118.1og

Done backing up keystore nz-dnssec-keystore. The sha256sumof this full keystore backup is
7d: 5a: 9a: 54: 50: 80: c0: f 2: 23: 16: 78: f d: 75: 5b: c0: 01: 89: 9c: 46: 32: e8: 60: 96: f c: 8c: 4a: d5: 6f: 67: bO:
15: 81

Backi ng up HSM Devi ce Configuration...
You will be pronpted for Device Security Oficer(DSO credentials and a Password to encrypt
to the device backup.

Press enter to continue.

Security Oficer Login: nz-dso5
Security Oficer Password:

Enter a password to protect the data:
Confirm password:

Passwords do not match

Enter a password to protect the data:
Conf i rm passwor d:
Backup to /tnp/tnp. zWj QWM904/ devi ce- backup-2011-11- 17 successful .

Done backi ng up HSM devi ce. The sha256sum of this device backup is ca:43:75:1f: b3: 3e: 68: 0f
1 77:eb: 7f: a2: 39: 38: 5e: bf : a7: ab: aa: f0: f 5: 74: d7: 21: 63: 04: 7f: dd: fc: 4b: b2: cb

Exported keystore |nfo:
Keyst ore nz- dnssec- keyst ore
Serial # 600121
Keystore ID : fla7987a
Al'l backups have been exported to /var/lib/dnssec/ keygen/ key-backup-2011-11-17.tar.gz
Hash of key-backup-2011-11-17.tar.gz has been witten to key-backup-2011-11-17.tar.gz.sha25
6sum (sha256sum 48:cd: 79: 72: 5b: 99: 92: el: 6a: 8b: b2: c1: 2a: ed: a5: a4: 84: d3: Ob: df : ae: 56: 39: 41: 7e
1 85: 4f:4d: 80: cd: 8f: 57 )
[/var/lib/dnssec/ keygen]
root @i gnl: exit
exit
[/ hore/ j denpsey]
jdenpsey@i gnl: exit
| ogout
Connection to signl.internal.srs.net.nz closed.
\ 033] 0; root @bunt u: /nedi a/ KEY_GEN_LOG 007r oot @bunt u: / nedi a/ KEY_GEN_LOG# | sudb -v -d 0x095
1:0x1653 | grep -C 1 iProduct
No conmmand ' | sudb’ found, did you nean:
Command ' | susb’ from package 'usbutils’ (nain)
| sudb: command not found
\ 033] 0; r oot @bunt u: / nmedi a/ KEY_GEN_LOG 007r oot @bunt u: / medi a/ KEY_GEN_LOG# | sudb -v -d 0x095

'CO33[ 1P\ 033psE&B53 | grep -C 1 iProduct

i Manuf act ur er 1 Ki ngston

\033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Serial 3 0019E06B5884FB61874A20AB
\ 033[ 36m 033[ K- -\ 033[ m 033[ K

i Manuf act ur er 1 Kingston

\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Serial 3 0019E06B588BFB6187B322BB
\ 033] 0; root @bunt u: /nedi a/ KEY_GEN_LOG 007r oot @bunt u: / nedi a/ KEY_GEN_LOG# st033[ KO33[ Kscp -
nsseetkay4DATRey UBBX RUPO72med 2ALVPETERe BASEY®SiI gnl. i nternal . srs.net.nz:/var/lib/d
Enter passphrase for key '/ medi a/ ADATA UFD/ nzrs-201104" :

2 DT 100 &

2 DT 100 &

key- backup-2011-11-17.tar.gz 0% 0
keyobakBup- 2014: 11- ETAt ar . gz 100% 223KB
222.9KB/ s 00: 00
key- backup-2011- 11-17. tar. gz. sha256sum 0% 0
keyobasBlp- 2011: 11- ETAt ar . gz. sha256sum 100% 95
0.1KB/s  00: 00

\ 033] 0; root @bunt u: /nedi a/ KEY_GEN_LOG 007r oot @bunt u: / medi a/ KEY_GEN_LOG# cd / medi a/ MASTER _
BACKUP/
\ 033] 0; root @bunt u: / medi a/ MASTER_BACKUP\ 007r oot @bunt u: / nedi a/ MASTER_BACKUP# sha256sum - ¢
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k\ 007ey- backup-2011-11-17.tar. gz. sha256sum
key- backup-2011-11-17.tar.gz: K
\ 033] 0; r oot @bunt u: / nedi a/ MASTER_BACKUP\ 007r oot @bunt u: / nedi a/ MASTER_BACKUP# sha256sum -c
keg3packapf 200331 C: 033f & 0§3[ €haa3pSuaB3[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ 28Psdp/ redi aENMASTERABACKUPLY nzr s- 201104 j denpsey @i gnl. i nterna
I dessenekepgenvkeyt batkup* / medi a/ MASTER BBGBKBRPl 688pA-v -d 0x0951: 0x1653 | grep -C 1 iProd
uct
\ 033[ K\ 033[ A\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C

i Manuf act ur er 1 Kingston

\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Serial 3 001478544884FB618742204A
\ 033[ 36m 033[ K--\033[ m 033[ K

i Manuf act ur er 1 Kingston

\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Serial 3 0019E06B5884FB61874A20AB
\ 033[ 36m 033[ K--\1033[ m 033[ K

i Manuf act ur er 1 Ki ngston

\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Serial 3 0019E06B588BFB6187B322BB
\ 033] 0; r oot @bunt u: / medi a/ MASTER_BACKUP\ 007r oot @bunt u: / nedi a/ MASTER_BACKUP# rsync -avW/m
edi a/ MASTER_BACKUP/ / medi a/ WELLI NGTON/
sending incremental file |ist

/

2 DT 100 &
2 DT 100 &

2 DT 100 &

key- backup- 2011- 11- 17. tar . gz
key- backup-2011-11-17. tar. gz. sha256sum

sent 228523 bytes received 54 bytes
total size is 228296 speedup is 1.00
\ 033] 0; root @bunt u: / nedi a/ MASTER_BACKUP\ 007r oot @bunt u: / nedi a/ MASTER_BACKUP# cd / nedi a/ WEL
LI NGTON
\ 033] 0; root @bunt u: /medi a/ WVELLI NGTON\ 007r oot @ibunt u: / medi a/ WELLI NGTON# s&033[ Kha256sum - ¢
\ 007
key- backup-2011-11-17.tar.gz
key- backup-2011-11-17. tar. gz. sha256sum
\ 033] 0; root @bunt u: / nedi a/ WELLI NGTON\ 007r oot @ibunt u: / nedi a/ WELLI NGTON# sha256sum -c k\ 007e
y- backup-2011-11-17. tar. gz. sha256sum
key-backup-2011-11-17.tar.gz: OK
\ 033] 0; root @bunt u: / medi a/ WVELLI NGTON\ 007r oot @ibunt u: / medi a/ WELLI NGTON# cd /
\ 033] 0; root @buntu: /\007r oot @buntu:/# urmount / e\ 007di a/ WELLI NGTON
\ 033] @) 088f QubAAf G\ 0BBPAVOBBf QuDAEA] G N33[1BLAAB[ CiredBRACVWEBR[ NGUBB[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ Cc
H0BBPEBRR3pEUAB3E CkOg3parkaERE 2003 Tk 033f & 0§3[ Shaa3pSuaB3[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ 81p3a[ CnBdBRCVWERB[ NAUBB[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ A\ 033[ C
\ 033[ 30@ sync -avW/ nmedi a/ MASTER_BACKUP/ \ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ 5Pl susb -v -d 0x0951: 0x1653 | grep -C 1 i Product

i Manuf act ur er 1 Kingston

\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Serial 3 0019E06B587BFB6187432154
\ 033[ 36m 033[ K--\033[ m 033[ K

i Manuf act ur er 1 Kingston

\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Seri al 3 0019E06B5884FB61874A20AB
\ 033[ 36m 033[ K--\033[ m 033[ K

i Manuf act ur er 1 Ki ngston

\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K

i Seri al 3 0019E06B588BFB6187B322BB
\ 033] 0; root @buntu: /\007root @buntu:/# rsync -avW/nedi a/ MASTER BACKUP/ / nedi a/ Al 007LBANY/
sending incremental file |ist

/

457154. 00 bytes/sec

| ost +f ound/

2 DT 100 &

2 DT 100 &

2 DT 100 &

i(ey— backup-2011-11-17.tar.gz



11/18/11 xeexurahveep
10:02:58 script-20111118.1og

key- backup-2011-11-17. tar. gz. sha256sum

sent 228523 bytes received 54 bytes 457154.00 bytes/sec
total size is 228296 speedup is 1.00
\ 033] 0; root @buntu: /\007r oot @buntu:/# cd / medi a/ A\ 007LBANY/
\ 033] 0; root @bunt u: / nmedi a/ ALBANY\ 007r oot @ibunt u: / nedi a/ ALBANY# sha256sum -c k\ 007ey- backup
-2011-11-17. tar.gz. sha256sum
key- backup-2011-11-17.tar.gz: K
\ 033] 0; root @bunt u: / nedi a/ ALBANY\ 007r oot @bunt u: / nedi a/ ALBANY# cd /
\ 033] 0; root @buntu: /\007root @buntu:/# unount /ne\007di a/ ALBANY
\ 033] @\ ©33f @QubAAB{ G\ 088PAVOHB3f QuDBAf G\ 033LIEDAAB[ CiredBRCADBANY\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ Cc
d0B8PEBRRBFEUOAB3ECkOE3pacRAAE 2003 Ck 033f & 093] €ha383pSuaB3[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ Cc
d0B6EAl 683 BANSA[ CBBRE[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ 30@ sync -avW/ nedi a/ MASTER_BACKUP/\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C\ 033[ C
\ 033[ 1Pl susb -v -d 0x0951:0x1653 | grep -C 1 i Product
i Manuf act ur er 1 Ki ngston
\ 033[01; 31m 033[ Ki Product\ 033[ m 033[ K 2 DT 100 &
i Seri al 3 0019E06B0842FB6187AE20FC
\ 033[ 36m 033[ K--\033[ m 033[ K
i Manuf act ur er 1 Kingston
\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K 2 DT 100 &
i Serial 3 0019E06B5884FB61874A20AB
\ 033[ 36m 033[ K--\033[ m 033[ K
i Manuf act ur er 1 Kingston
\ 033[ 01; 31m 033[ Ki Product\ 033[ m 033[ K 2 DT 100 &
i Seri al 3 0019E06B588BFB6187B322BB
\ 033] 0; root @bunt u: /\007root @buntu:/# rsync -avW/ nedi a/ W007¥033[ KO33[ KVASTER_BACKUP/ / m
edi a/ AUCKLAND/
sending incremental file list
/

i(ey— backup-2011-11-17.tar. gz
key- backup-2011-11-17. tar. gz. sha256sum

sent 228523 bytes received 54 bytes 457154.00 bytes/sec

total size is 228296 speedup is 1.00

\ 033] 0; root @buntu: /\007root @buntu:/# cd / medi a/ AUCKLAND/

\ 033] 0; root @bunt u: / medi a/ AUCKLAND\ 007r oot @bunt u: / nedi a/ AUCKLAND# sha256sum -c k\ 007ey- ba
ckup-2011-11-17.tar.gz. sha256sum

key- backup-2011-11-17.tar.gz: OK

\ 033] 0; root @bunt u: / nedi a/ AUCKLAND\ 007r oot @bunt u: / nedi a/ AUCKLAND# cd /
\ 033] 0; root @buntu: /\007root @buntu:/# unount /ne\007di a/ AUCKLAND

\ 033] 0; root @bunt u: /\007r oot @bunt u: /# unount /ne\ 007di a/ MASTER_BACKUP
\ 033] 0; root @buntu: /\007root @buntu:/# exit

exit

Script done on Fri 18 Nov 2011 10:02: 58 AM NzZDT



